Linux Fundamentals - Cheat Sheet

Command Descniption
pwd Show cuarent diznectony
1s -1 List dinectony contents
cd /path/to/folder Change dinectony
(o] Move up one dinectony Cevel
cd ~ Retunn to home dirnectory

mkdir foldername

Create a new dinectony

mkdir -p dirl/dir2/dir3

Create nested dinectonies

touch file.txt

Cneate an empty §ile

mv file.txt new_location/

Move on nename a §ife

cp file.txt new_location/

Copy a §ile

cp -r folder new_folder

Copy a dinectony necursively

rm file.txt

Delete a §ile

rmdir folder

Delete an empty dinectony

rm -r folder

Delete a dinectony with its contents

cat file.txt

Display €ile contents

less file.txt

View §ife contents with pagination

head file.txt

Show the §inat 10 €ines of a §ile

tail file.txt

Show the €ast 10 €ines 0§ a §ile

nano file.txt

Edit a §ife using nano

whoami

Show the cunnent usen

SuU username

Switch to anothen usen

sudo command

Execute command as 7noot

useradd -m username

Cneate a new usen

passwd username

Change a usen's passwond

usermod -aG group username

Add a usen to a grnoup

groups username

Show gnoups o6 a usen

chown user:group file

Change §ife ownenship

chmod 755 file.txt

Change §ile peamissions
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Command Descniption
ps aux Show aunning processes
kill PID Kié€ a process by ID

killall process_name

Kié€ a process by name

top Show neal-time system processes
htop Show interactive process viewen
uptime Show system uptime

w Show €ogged-in usens

uname -a Show system ingoamation

journalctl -xe

View system €ogs

timedatectl set-timezone TZ

Change the system timezone

reboot

Reboot the system

shutdown -h now

Shutdown the aystem immediately

shutdown -r now

Restant the system immediately

dpkg -1 List installed packages (Debian)
rpm -qa List installed packages (RPM)
apt update Update package €ists (Debian)

apt upgrade

Upgnade installed packages (Debian)

apt dist-upgrade

Upgrade system with dependency
resolution (Debian)

apt install package-name

Install a package (Debian)

apt remove package-name

Remove a package (Debian)

dnf update

Update system packages (Red Hat)

dnf upgrade

Upgrade installed packages (Red Hat)

dnf install package-name

Install a package (Red Hat)

dnf remove package-name

Remove a package (Red Hat)
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Command

Descniption

df -h

Show disk space usage

du -sh folder

Show dinectony size

free -m

Show memony usage

ip a

Show netwonk inten§aces and IP
addresses

netstat -tulnp

Show active netwonk connections

ss -tulnp

Show open netwonk connections

ping example.com

Check connectivity to a host

wget URL

Downfoad a §ile §rom a URL

curl URL

Trans§en data §rom on to a senven

traceroute example .com

Show the noute packets take to a
host

nslookup domain.com

Queny DNS neconds

dig domain.com

Peag§orm a DNS €ookup

hostname -I

Show asystem's IP address

man command

Show manual page §on a command

command -h

Show command help page

1lspci

List a€€ PCI devices

lsusb

List a€€ USB devices

find / -name file.txt

Find a §ife in the system

grep 'text' file.txt

Seaach §on text in a §ife

history

Show command histony

clear

Clean the teaminal scneen

alias 11='1s -1la'

Create an alias

apropos <keyword>

Seanch €07 a command in manual pages

echo "text" > file.txt

Write text to a €ile

cat /etc/os-release

Show 0S veasion in§oamation
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